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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT
(continued)

The purpose of this modification is to revise the title of ATTACHMENT J-2, DATA
PROCUREMENT DOCUMENT, “Business Continuity Plan” to the “Continuity of
Operations Plan”. This change is necessitated by the pending resubmittal of the
Type 1 document in accordance with requested revisions and the requirements
of DRD 974MA-007, Documentation. In addition, ATTACHMENT J-1,
PERFORMANCE WORK STATEMENT, is revised to reflect this name change
where delineated within. It is understood that this modification is for a document
name change only and that content and changes thereto will be at the mutual
agreement of the parties. It is further understood and agreed that this change
will not require an adjustment to either the contract value or total sum allotted to
the contract. Accordingly, NNM04AAQO2C is modified as follows:

A. ATTACHMENT J-1, PERFORMANCE WORK STATEMENT, is revised
to reflect the change in name of the “Business Continuity Plan” to the
“Continuity of Operations Plan” as delineated therein.

B. ATTACHMENT J-2, DATA PROCUREMENT DOCUMENT, DRD
974MA-007, Documentation, is revised to reflect the change in name
of the “Business Continuity Plan” to the “Continuity of Operations Plan”
as delineated therein.

C. The modification(s) made above are reflected in total on the change
page(s) enclosed herewith. In order to reflect the change(s) made, the
page(s) listed below are hereby deleted from, or added to,
NNMO04AAO02C. Either bolded text or a vertical change bar included in
the right margin indicates the specific area(s) of change.

Page(s) Deleted Page(s) Added
J-1-12 J-1-12
J-1-13 J-1-13
J-1-47 J-1-47
J-1-79 J-1-79
J-2-3 J-2-3
J-2-31 J-2-31

D. All other terms and conditions of NNM04AA02C remain unchanged.



a. Maintain and administer a NASA COMSEC account through the TOP
SECRET/Sensitive Compartmented Information LEVEL, and provide
encryption key management services, and classified documentation
storage.

b. Provide encryption key management services, and store sensitive
documentation for teleconferencing and data circuits.

¢. Operate and maintain secure communications equipment to include voice,
data, and video equipment.

d. Provide support for NASA National Security Systems.

2.7.2 IT Security Program

The contractor shall prepare an Information Technology Security Plan that
documents how the contractor and subcontractor personnel will utilize, in a secure
manner commensurate with sensitivity of the information involved, those Federal
computer systems and software applications managed by others. The contractor shall
adhere to all NASA policies and procedures when utilizing corporate resources within the
NASA environment. The contractor shall prepare a system-level Information
Technology System Security Plan for each Federal general support computer system and
major software application managed by contractor and subcontractor personnel in the
performance of the contract. The security plan(s) shall be based on an assessment of
risks and document the safeguards necessary to ensure sufficient electronic information
availability, integrity, and confidentiality as required by NPR 2810.1 and NIST standards.
The contractor shall prepare the information technology security plan(s) in accordance
with DRD 974CD-001.

2.7.3 Continuity of Services and Operations

The contractor shall develop, maintain, and test service continuity,
contingency, and disaster recovery plans for all systems for which they are responsible.
In support of disaster preparedness and recovery, the contractor shail:

a. Develop and maintain a Disaster Recovery Plan (DRD 974MA-007) to
ensure the orderly recovery from a disaster that may render all or part of
information facilities, systems, and equipment inoperable. This plan shall
be in accordance with applicable NASA policy (NPR 1040.1).

b. Coordinate with information systems and disaster recovery experts across
MSFC and NASA to verify integration of procedures and planning
techniques.

c. Execute effective measures to protect all systems equipment and data from
potential environmental threats.

d. After the occurrence of a disaster, ensure that systems are operational and
restore any lost capabilities and data.

e. Develop and maintain a Continuity of Operations Plan in accordance with
DRD 974MA-007.
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2.74 Emergency Response

The contractor shall provide necessary materials, equipment, and emergency
essential personnel in support of the Emergency Operations Center and the Marshall
Emergency Plan (MPG 1040.3H). The contractor shall also develop and maintain
Continuity of Operations Plans and Disaster Recovery Plans for all systems for which
they are responsible in accordance with DRD 974MA-007.

2.7.5 Audit/Investigation Support

The contractor shall provide support and information to internal and external
auditing and investigations performed by agencies such as General Accounting Office
(GAO), Inspector General (IG), Defense Contracting Audit Agency (DCAA), Defense
Contract Management Agency (DCMA), Federal Bureau of Investigation (FBI), Office of
Management and Budget (OMB), independent boards, and other requests.

2.7.6 Export Control

The contractor shall prepare, implement, and maintain the Export Control Plan
in accordance with DRD 974MA-009 and implement a comprehensive program
consistent with applicable NASA, MSFC, Department of State, and Department of
Commerce regulations and procedures for the performance of the UNITeS mission. The
contractor shall comply with NASA FAR Supplement 1852.225-70, NPD 2190.1,

NPR 2190.1, MPD 2190.1, and MPG 2190.1.

The contractor shall provide a monthly report of all export control activities in
accordance with DRD 974MA-009. The contractor shall maintain a database recording
export control activities. The database shall be accessible to contractor and NASA
personnel as designated by the COTR.

2.7.7 System Administrator Certification

In addition to any other requirements of this contract, all individuals who
perform tasks as a system administrator or have authority to perform tasks normally
performed by system administrator shall be required to demonstrate knowledge
appropriate to those tasks. This demonstration, referred to as the NASA System
Administrator Security Certification, is a NASA funded two-tier assessment to verify that
system administrators are able to: '

a. Demonstrate knowledge in system administration for the operating
systems for which they have responsibility.

b. Demonstrate knowledge in the understanding and application of Network
and Internet Security.

Certification is granted upon achieving a score above the certification level on
both an Operating System test and the Network and Internet Security Test. The
Certification earned under this process will be valid for three years. The NASA Chief
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2) Perform adjustments, cleaning, lubrication, and replacement of parts as
specified according to published maintenance procedures.

3) Install latest releases of Field Change Orders (FCO's) and other
hardware updates.

b. In performing PM to software, the contractor shall:

1) Acquire, test, and install software updates. Software tests and
installations shall normally be performed during scheduled system test
periods.

2) Track and renew system software licenses (DRD 974MA-007).

3) Evaluate vendor-supplied updates or patches for applicability.

4) Implement system software releases.

394.2 Remedial Maintenance (RM)

The contractor shall perform RM, defined as that maintenance performed
which results from equipment and software failure. It is performed as required on an
unscheduled basis. RM shall be performed on all hardware and software elements
specified in this contract. In performance of this function, the contractor shall:

a. Perform RM promptly after notification that the component is inoperative.

b. Ensure that the RM is performed to meet the customer's requirements and
minimizes operational impact to the customer.

c. Plan, implement, and enforce operational procedures to ensure that the
system continues to operate while any failed component is being replaced.
Document operational procedures in the Operability/Maintainability Plan
(DRD 974RM-001).

d. Ensure that the maintenance tools, spares, procedures, skills, and response
times are adequate to meet the requirements of the approved
Operability/Maintainability Plan (prepared in accordance with DRD
974RM-001).

395 Collaboration

The contractor shall establish and maintain contact with internal and external
technical working groups consisting of IT professional associations and vendor systems
experts to assist in accomplishing its mission.

3.9.6 Disaster Recovery

The contractor shall test the Disaster Recovery Plan (prepared in accordance
with DRD 974MA-007) to ensure the orderly recovery from a disaster that may render all
or part of information facilities, systems, and equipment inoperable. The contractor shall
also test the Continuity of Operations Plan (prepared in accordance with DRD
974MA-007).
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3) Install latest releases of Field Change Orders (FCO's) and other
hardware updates.

b. In performing PM to software, the contractor shall:

1) Acquire, test, and install software updates. Software tests and
installations shall normally be performed during scheduled system test
periods.

2) Track and renew system software licenses (DRD 974MA-007).

3) Evaluate vendor-supplied updates or patches for applicability.

4) Implement system software releases.

5.104.2 Remedial Maintenance (RM)

The contractor shall perform RM, defined as that maintenance performed
which results from equipment and software failure. It is performed as required on an
unscheduled basis. RM shall be performed on all hardware and software elements
specified in this contract. In performance of this function, the contractor shall:

a. Perform RM promptly after notification that the component is inoperative.

b. Ensure that the RM is performed to meet the customer's requirements and
minimizes operational impact to the customer.

c. Plan, implement, and enforce operational procedures to ensure that the
system continues to operate while any failed component is being replaced.
Document operational procedures in the Operability/Maintainability Plan
(DRD 974RM-001).

d. Ensure that the maintenance tools, spares, procedures, skills, and response
times are adequate to meet the requirements of the approved
Operability/Maintainability Plan (DRD 974RM-001).

5.10.5 Collaboration

The contractor shall establish and maintain contact with internal and external
technical working groups consisting of IT professional associations and vendor systems
experts to assist in accomplishing its mission.

5.10.6 Disaster Recovery

The contractor shall test the Disaster Recovery Plan (prepared in accordance
with DRD 974MA-007) to ensure the orderly recovery from a disaster that may render all
or part of information facilities, systems, and equipment inoperable. The contractor shall
also test the Continuity of Operations Plan (prepared in accordance with DRD
974MA-007).
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